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HOF Tmaj| 13 vs. HOH 017 BN

Framework Architecture

Merriam-Webster’s Learner’s Dictionary

Merriam-Webster’s Learner’s Dictionary 1.the art or science of designing and creating buildings
1.the basic structure of something, aset of ideas or factsthat 2.a method or style of building

provide support for something 3. technical the way in which the parts of a computer are
2.asupporting structure, a structural frame organized

Oxford’s Dictionary of English Oxford’s Dictionary of English

1. an essential supporting structure of a building, vehicle, or 1. the art or practice of designing and constructing buildings
object 2. the style in which a building is designed and constructed,
2.a basic structure underlying a system, concept, or text especially with regard to a specific period, place, or culture

3. the complex or carefully designed structure of something
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HOF ZHAULIT vs, HOHOFF [l

Framework Architecture

The framework (CSF) is a risk—based approach to managing
cybersecurity risk that provides a common taxonomy and
mechanism for organizations to describe current and target
states of cybersecurity, identify and prioritize opportunities for

improvement, and assess progress. (NIST CSF 1.1) Zero trust architecture (ZTA) is an enterprise’s cybersecurity
plan that utilizes zero trust concepts and encompasses
The RMF provides a disciplined, structured, and flexible component relationships, workflow planning, and access policies.

process for managing security and privacy risk that includes (NIST SP 800-207)
information security categorization; control selection,

implementation, and assessment; system and common control

authorizations; and continuous monitoring. (NIST SP 800-37,

RMF rev2)
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NIST SP 800-53 rev5 (Security and Privacy Controls for Information Systems and Organizations

O NIST SP 800-532 AIAH 2% TS Ho517| ffo HOt SLVHRIME SH =2 MSoHH, /2 A2 B ME X | it
b SEPN (S F I ReS]=: I—IXH o) oI EZE S)Z XY rlormaton Spsems and Orgnizations
O SH[I= WE(EH)-207l / SHE= 7142 1,00074
O FISMA — OMB Circular A-130 — NIST RMF — (Select) NIST SP 800-53
ID FAMILY ID FAMILY -
AC | Access Control (25) PE | Physical and Environmental Protection (23)
AT | Awareness and Training (6) PL [ Planning (11)
AU | Audit and Accountability (16) PM | Program Management (32)
CA | Assessment, Authorization, and Monitoring (9) PS |Personnel Security (9)
CM | Configuration Management (14) PT | Pll Processing and Transparency (8)
CP | Contingency Planning (13) RA |Risk Assessment (10)
IA | Identification and Authentication (12) SA | System and Services Acquisition (23)
IR |Incident Response (10) SC | System and Communications Protection (51)
MA | Maintenance (7) Sl | System and Information Integrity (23)
MP | Media Protection (8) SR | Supply Chain Risk Management (12)

-7t
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AUDIT STORAGE CAPACITY =71 o l |- |- | 1

Control: Allocate audit record storage capacity to accommodate [Assignment: organization-
defined oudit record retention requirements].

Discussion: Organizations consider the types of auditing to be performed and the audit
processing requirements when allocating audit storage capacity. Allocating sufficient audit
storage capacity reduces the likelihood of such capacity being exceeded and resulting in the
potential loss or reduction of auditing capability.

Related Controls: AU-2, AU-5, AU-6, AU-7, AU-9, AU-11, AU-12, AU-14, SI-4.

Control Enhancements:

Zx| Xo| M2tn|E

(1) AUDITSTORAGE CAPACITY | TRANSFER TO ALTERNATE STORAGE

Off-load audit records [Assignment: organization-defined frequency] onto a different
system or media than the system being audited.

Discussion: Off-loading is a process designed to preserve the confidentiality and
integrity of audit records by moving the records from the primary system to a secondary
or alternate system. It is a common process in systems with limited audit storage
capacity; the audit storage is used only in a transitory fashion until the system can
communicate with the secondary or alternate system designated for storing the audit
records, at which point the information is transferred.

Related Controls: None.

. OMB
References: 2130 EX| T E =710 AA
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4. Next for Zero Trust:
From IT to Everything -
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Hackers Breach U.S. Marshals System
@ HIPAA With Sensitive Personal Data

The compromised computer system includes information on

| SRS PR O SN S

Become HIPAA Compliant » HIPAA News » HIPAA Compliance Checklist Latest HIPAA Updates » HIPAA Training » About \ “‘y ™
r\;(

CMS Confirms 3.1 Million Individuals e e
Affected by MOVEIit Hack on Wisconsin :
Physicians Service : )

Posted By Steve Alder on Sep 25, 2024

The Department of Health and Human Services (HHS) Centers for Medicare and Medicaid Services (CMS)
has reported a data breach to the HHS that has affected 3,112,815 individuals. The data breach was the

same one the CMS and Wisconsin Physicians Service Insurance Corporation (WPS) announced earlier -I m po rta nt N Otice-

this month - the exploitation of a zero day vulnerability in the MOVEIt Transfer solution by the Clop group

in a mass exploitation event in May 2023, as detailed in the post below. In the announcement, the CMS On or about November 5, 2024, Wexford County discovered that it had been the subject of a cyber incident. Wexford County immediately shut
and WPS stated that notifications were being issued to 946.801 individuals off access to its network and engaged specialized third-party forensic and technical experts to assist in responding to the incident.

Wexford County recognizes the significance of this event and has quickly taken the appropriate steps to address it. Wexford County’s assessment
is ongoing and may span several weeks. Upon completion of the investigation, should it be determined that any personal information may have
been impacted, we will be notifying individuals accordingly. We appreciate your patience as we conduct this investigation.
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CISA establishing new office focused on zero trust

The Zero Trust Initiative Office will provide education and training to federal agencies, while
building on previous CISA guidance on the security framework.

BY MATT BRACKEN - FEBRUARY 15, 2024

«CISAE MZEZAEN AMES Ot=
Ci7 |0l M= Hot =301 CHSH CISA X|Al2 EfZ ot 7|2 1] L =2 X2

* WXHl= CISAQ HIZEHAE M=k DRI TICAZE & Q= QIEH ) 3.08 7|HIoZ 1A=

« 5 7|2 HNIZEHAE ML E Wlshs AR E 23 0l (M 8 X|HQF HIX|0IE S2 OMB2t S=5H0] 7HL 01A)

M AIRAZ NEEHAE O|LIMEIE AFRA (Zero Trust Initiative Office)S AESIFCOH,
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White House official: Next phase of zero trust will focus on
operations

Acting Federal CISO Mike Duffy touts agencies’ “tremendous progress” with zero-trust implementation and tells
FedScoop what comes next.

BY CAROLINE NIHILL - OCTOBER 2, 2024

* HIEEHAE ASI0| CHoH CHErSH XX A= (24.10)

- RO 20 X8, S XRM0 CHe &0 7ts8t O 18

RO Mike Duffy speaks April 4, 2019, at the Cybersecurity Leadership Forum presented by Forcepoint and produced by FedScoop and
6’:7} dl:“ ‘—|_l_.ll_ CyberScoop. (FedScoop)
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US Navy’s Flank Speed achieves zero trust milestones
ahead of schedule with Microsoft collaboration

NOVEMBER 12, 2024

. £t ]
e R

- 0] o2l 22HRE MH|A(Flank Speed)= 20274 9EMA| E4st10A} 5h= O] 14E2| Target Level
HMZEMAE SHEE 2|A 2 FL6IFCMH, 20323 9ZNX|Q| Advanced MZEHAER MY HE OtX

In response to the U.S. Department of Defense’'s Zero Trust (ZT) Strategy released in
November 2022, which targets the full implementation of Target Level ZT by Sept. 30,
2027, the U.S. Navy has spearheaded the Flank Speed initiative. The significant zero
trust effort is designed to protect over 560,000 identities and devices while
simultaneously improving user experience. Recently, Flank Speed completed its second
security assessment, backed by the DoD Zero Trust Portfolio Management Office, with < S

outstanding results. Features
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EXECUTIVE OFFICE OF THE PRESIDENT

3 ﬁ-:'-pfﬁ_ OFFICE OF MANAGEMENT AND BUDGET
s O WASHINGTON, D.C. 20503
THE DIRECTOR
January 15, 2025
M-25-04

MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: Shalanda D. Young  ~ f/ ‘,éjl g (/A,a)

Director

SUBIJECT:  Fiscal Year 2025 Guidance on Federal Information Security and Privacy

Management Requirements
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Zero Trust Architecture Implementation 2|
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Products & Solutions

5 Predictions for Zero
Trust and SASE in 2025:
What’s Next?

.7|O‘|EO |7Q 7:|

DHAWAL SHARMA - Vice President Of Product Management H=E

7It.'_r HoF DEO| slojEeE 25, 22RE T8, U fF 3710
January 28, 2025 — 6 min read RJ_l'X-l()l Xl A

1L MREAES 7= HOt BRE XHE—'.‘%* ZOo= 0l

As we head into 2025, the cybersecurity landscape is set for another period of rapid transformation.

SASE & SSE

With the rise of generative Al, hybrid work models, and increasingly complex cyberattacks,
enterprises are looking for ways to simplify, automate, and strengthen their security postures. At

= f in A Zscaler, we're at the heart of these changes, helping organizations accelerate digital transformation
while embracing zero trust and secure access service edge (SASE) architectures.
Contents Based on our insights from customer engagements, industry research, and the evolution of our own
1 Introduction solutions, we've identified five key trends that will shape the future of cybersecurity in 2025.
Zero trust will become default o . .
il ke op Prediction 1: Zero trust will become the default security model for
SASE consolidation will accelerate enterprlses

Real-time insights will be a C-suite

mandate In 2025, zero trust will no longer be a forward-thinking approach—it will be the baseline.

Al and automation will redefine threat Organizations are recognizing that legacy perimeter—based models are no match for the challenges

detection and response of hybrid work, cloud adoption, and rising insider threats.
b’ Gachon University
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BY: GRACE DALLE DoD Planning OT Zero Trust Guidance in Summer 2025

NOV 19, 2024
3:46 PM

RECENT The Department of Defense (DoD) is planning to release new zero trust guidance in
DOGE Gains a Powerful the summer of 2025 related to operational technology (OT) - and extending beyond
Foothold on Capitol Hill e fi

the department's fiscal year (FY) 2027 zero trust goal.

House Bill Looks to o _ _ . ) )
Expand CyberCorps The DoD chief information officer (ClO) set an ambitious goal in 2022 to implement a

gggglrg;;snhip forservice  ;arg trust architecture across the entire department by FY2027. To reach this “target
level” of zero trust defense agencies must meet 91 capabilities - and a total of 152 for

Army CDAO Targeting “3dvanced” zero trust.

Mission Command

- ZR(DoD)= 2025 01 OT 243 HZERAE 710|E2101 21 0 (25.09 OflA)
- Z7IRIEZF(NSA)E O D= S Qlm2} 7|22 T =F2 Foliet 3= 7|8 ofid 82! =E EtO[E(Volt Typhoon)2 XI&6tL, 0%t
oto|™ =tE 2 “The Pressing Challenge of Our Time(R2| AICHe| Alget =M)" O 2 O
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Zero Trust for LLM, Agent Al, Physical Al, etc.
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